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Big Data Investigation of Cyber 
Fentanyl Cross-Border Trade on 
the Internet  





Big data surveillance on multiple 
social media platforms, Internet sites 
and other digital sources

Machine learning and NLP that 
identifies and characterizes online 
topics, trends and behaviors

In-depth interdisciplinary analysis of 
multiple data features focusing on 
SUD, COVID-19, drug diversion 

Solutions to identify, characterize, 
visualize and report data on public 
health intelligence

GENERAL 
METHODOLOGY 
FOR BIG DATA 
PUBLIC HEALTH 
INTELLIGENCE
Research focused on 
interdisciplinary big data 
approaches with lab of faculty 
and students with backgrounds 
in global health, public policy, 
data science, cognitive science, 
GIS, and quantitative and 
qualitative researchers



A Year of 
Distractions…



“Infoveillance”?:  Using sources of Internet-
mediated data to better understand public 
health concerns, including in the context of 
outbreaks and pandemics (Eysenbach).

Translation of Opioid Research to COVID-19:  
Past research used to detect illicit drug 
diversion online and SUD-related health 
behaviors translated to COVID-19 pandemic

COVID-19 Frauds and Cybercrime:  
Documented cases of COVID-19-related digital 
misinformation, cybercrimes, online frauds (e.g. 
robocalls, phishing scams, fake products sold 
online) now associated with the pandemic and 
gaining attention of several international 
organizations

Post-Digital Pandemic



Data Collection:  Data collected during early 
stages of outbreak (March 3 – April 11, 
2020).   Total of 6 million tweets and 204K 
Instagram posts filtered for terms associated 
with suspect sales (e.g. sales and product 
terms)

Results:  Total of 1,271 tweets and 596 
posts associated with questionable sales of 
COVID-19-related products

Types of Selling:  First wave of questionable 
herbal and other preventative treatments and 
second and third wave focused on home 
(DTC) testing kits and some drugs

Fake COVID-19 Products 
Instagram and Twitter









COVID-19 Fakes 
Celebrity Influencer?



The next fakes wave, 
Vaccines?



Back to Illicit Drugs 
and the ongoing 
opioid epidemic 



Opioid Overdose:  Increases SUD behavior, relapse, and 
opioid-related overdoses due to social, economic, and other 
treatment access-related stressors (deaths of despair) (data 
points: urine tests and ED non-fatal overdose, ambulance 
teams, police reports, etc.)

Treatment:  Lack of access to addiction specialty treatment 
services or naloxone prescribing.  Potential closures of state 
and private SUD treatment centers (in-patient and residential), 
inability to admit new patients, and  potential state revenue 
shortfalls for addiction treatment.

Related Health Risks:  Opioid use impact on respiratory and 
pulmonary health that can impact susceptibility.  Link to mental 
health and SUD, etc.

Illegal Sourcing:  Lack of access to legitimate sources or 
treatment options may drive opioid users to illicit sourcing 
points both online and offline.

COVID-19 and Opioids:  Dual 
Public Health Emergencies?



Example Overdose (overdose keyword filtered)





Obs 1: Some website have banned the 
name of this controlled substance in 

their search bar, but under their 
“Pharmaceutical Intermediate” 

subcategories, selling information could 
still be found.

Tip 2: Fentanyl, potential Fentanyl 
precursor and derivates of fentanyl 
could always be found with MDMB,

U4770.

Fentanyl



Restricted drugs were sold under 
Pharmaceutical intermediate 
subcategory  

EXAMPLES - eCommerce



Selected websites

神州商务网：
http://www.szqcdw.com/jia
mengw/search.php?kw=fent

anyl

知乎：
https://www.zhihu.com/peo

ple/mandyxu123

Chemical Book：
https://www.chemicalbook.c
om/SupplyInfo_338536.htm

960化工：
https://www.chem960.
com/changjia/230562

93/

http://www.szqcdw.com/jiamengw/search.php?kw=fentanyl
https://www.zhihu.com/people/mandyxu123
https://www.chemicalbook.com/SupplyInfo_338536.htm
https://www.chem960.com/changjia/23056293/


User Cross reference
› By searching contact information we were able to identify 

same seller promotion posts on other platforms.

Company siteZhihu YouTube, Medium, 
Reddit 





Social media:  

Pinterest

LinkedIn

Facebook

Reddit

YouTube  

Platforms

Distribution digital 
platform:  

AdZone

Jumore Global

The POTDOT

Tuugo.biz

Midbiznis

EC21

(Total : 43 platforms )



Signals detected with extended keywords (Fentanyl precursors)



Future Keywords Generated for 
Synthetics 

Data collected from https://www.drugs.com/article/csa-schedule-1.html



What’s Next?





Next Steps?
Continued Innovation and Pilot Projects
- Innovation: We are currently conducting surveillance on all popular social media platforms, dark web, 

search engine results (including algorithms to detect illicit online pharmacies), select e-commerce 

engines (Alibaba group, Mercado Libre, Chinese e-commerce, etc.) and developing tools for other 

emerging platforms (e.g. Snapchat).

- Second Generation Data Dashboards: Building out new intelligence tools (pricing analysis, social 

network analysis, more geospatial resolution, benchmarking data, etc.) on second generation illicit drug 

S-3 data dashboards 

- Pilot Projects: As part of SBIR project, we will be working on pilot projects with pharmaceutical 

company segment, law enforcement/regulator segment, and technology industry segment to better 

iterate on the solution for specific intelligence requirements
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