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We are a big data, machine
learning, blockchain, and
data visualization

startup focused on
developing technology to
keep the public safe from
the dark side of the web

Funded by the National Institutes of
Health through the Small Business
Innovation Research Grant program, S3
was borne from cutting-edge research
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team of innovators, academics, and
internationally recognized subject
matter experts in online safety
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GENERAL
METHODOLOGY
FOR BIG DATA
PUBLIC HEALTH
INTELLIGENCE

Research focused on
interdisciplinary big data
approaches with lab of faculty
and students with backgrounds
in global health, public policy,
data science, cognitive science,
GIS, and quantitative and
qualitative researchers

Big data surveillance on multiple
social media platforms, Internet sites
and other digital sources

Machine learning and NLP that
identifies and characterizes online
topics, trends and behaviors

In-depth interdisciplinary analysis of
multiple data features focusing on
SUD, COVID-19, drug diversion

Solutions to identify, characterize,
visualize and report data on public

health intelligence




A Year of
Distractions...




Post-Digital Pandemic

“Infoveillance”?: Using sources of Internet-

mediated data to better understand public
health concerns, including in the context of

outbreaks and pandemics (Eysenbach).

Translation of Opioid Research to COVID-19:
Past research used to detect illicit drug
diversion online and SUD-related health
behaviors translated to COVID-19 pandemic

Documented cases of COVID-19-related digital
misinformation, cybercrimes, online frauds (e.g.
robocalls, phishing scams, fake products sold
online) now associated with the pandemic and
gaining attention of several international
organizations

Coronavirus scameners are flooding social

maedia with fake cures and tests
&

" ARTIICIAL INTELLIGENCE

This machine-learning upstart trained
software to snare online drug dealers.
Now it's going after fake coronavirus
test equipment peddlers

US govi-funded outfit hopes to kdll off web quackery
that puts us all at risk

By Kty Quadh 30 A 7000 M 3908 Q) wwav

Machine learming softwane 3 Snare scammens hawking fake COVID-19
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INTERPOL report shows alarming rate of
cyberattacks during COVID-19
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Fake COVID-19 Products
Instagram and Twitter

Data Collection: Data collected during early
stages of outbreak (March 3 — April 11,
2020). Total of 6 million tweets and 204K
Instagram posts filtered for terms associated
with suspect sales (e.g. sales and product

landarX

La Jolla, CA, 92037 t I I I
United States e r S)
Phone: 1951 491 4161
Email: tmackey @ucsd odu

Table 1. Twitter and Instagram posts associated with questionable sales of COVID-19-related products. Results: Total Of 1,271 tWeetS and 596
Infodemic wave and COVID-19*-related product Posts, n . . .
Se— Inagram (1596 posts associated with questionable sales of
. . , COVID-19-related products
Wave 2
Tesing ki nd P Types of Selling: First wave of questionable
. " . herbal and other preventative treatments and

Wave 3 second and third wave focused on home

Pharmaceuticals 5 22

*COVID:19: comasvires doom. (DTC) testing kits and some drugs

PTotal does not add up to sum of posts in waves due to some posts having co-occurring COVID-19-related products.
PPE: personal protective equipment.
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—Wave 1: Fake cures & herbal remedies Wave 2: Testing kits & PPE

Figure 2. Timeline for volume and topics of signal posts related to suspect coronavirus disease products on Twitter and Instagram. PPE: personal protective equipment.
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COVID-19 Rapid Test Kit <
IMPORTANT: Due 10 the high impact of Wuhan COVID-19 Coronavirus, and
Mgom antiviral protection equipment, tlmﬁmym«mub
S WldMNMMwak&nh'ﬂ

and in order %o speculation we
man‘mlumlw:lelow'ﬁMlmm
client 10 access antiviral protection equipment at regular price

$38.00
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©  Pay with Bicoin - Due to hgh financial instatiliy caused by

Coronavirus Pandemic and for a faster processing of your seder at s
time . we started accepting only payment thecugh Bitcon

MRy Free Delivery for all Orders over $50
=+ Retern Policy - You may return new, uncpened tems within 30 days
of delivery for  full refund. We'l also pay the retum shippieg costs If the

retum is & result of our emor (you received an incormect tem,ete.)

€ Products Made in USA by US Manufacturers
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Fast Shipping Mw -
Bulk Order Available ”,w
US $296.80/ea

r

Have one to sell?  Sell now

Free shipping  60-dlay retums.

Tweet

Dr. Coronavirus

FLASH SALE: ALLTEST 2019-nCoV IgG/IgM RAPID
TEST - (COVID-19)
Diagnosishttps://t.co/ODOP3midgeToday's FLASH
SALE feature the ALLTEST 2019-nCoV IgG/IgM RAPID
TEST - Reliable Coronavirus Disease 2019 (COVID-19)
Diagnosis.

ALLTEST 2019-nCoV IgG/IgM Rapi|  ALLTEST 2019-nCoV IgG/IgM Rapi

For Reiodle Coronovirus Divesse 2019 (COVID-1|  For Redodle Corvnovivus Disease 2019 (COVID-1

ﬁ Timothy Mackey, MAS, PhD Q

Hi my friend, gald to know you. We are supplier of covid-19

rapid test kit in China, do you interest in it?

Cathy Min
HX Plastics Product Co.Ltd - SR 218
Rest of Hubei, China
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Covid19 Fake Social-media Surveillance - ©Refresh - ! -

from to platform

04/01/07 #  Today/Now #  instagramX twitterX tumblrx +3 more

Channels Breakdown - Covid fake: signals breakdown

dealer counter - covid fake: dealers counts

post counter - covid fake: post counts

st processed time

platform last_processed_time
twitter 05/05/20 15:25
instagram 05/05/20 03:21
' reddit 05/05/20 13:53
Dealers Posts peiediead
youtube 05/05/20 18:30
% 6 minutes ago © 6 minutes ago © 6 minutes ago © 5 days ago

covid fake: top hashtags covid fake: geo

- rapidte: Y
i, rapKIteStCorona
coronavirusdetectionkit
s rapidtestkit ...
conansCOVIATO covid 1o

coronavirus

© 6 minutes ago © 6 minutes ago

covid fake: post timeline Images Library = covid fake: images library Search Table - covid fake: top dealers
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platform link image
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Search Q
150 count username platform uid
gm g https://; com/p/B_izedvH-GA 631 incurablecancer twitter 420146431
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Search Table - covid fake: post table i
03/16/20 post COVID-19 1gG/IgM Rapid Test Kit Sales From China Contact me 172223687 @qq.com #Qi ife #COVID—19 https://t.co/gbQAMkeXLL vivi03261955 1214514522041376768 ht J/twitts vivi03261955 1239437689830526977 I
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COVID-19 Fakes
Celebrity Influencer?
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Video explaining how At Home Covid-19 Coronavirus IgM / 1gG fingerstick
test kits work. The LINK IS IN MY BIO. Pre-order for April 6th. Use
discount code! or 15% off and free...

Any questions about the legality of these at home Covid-19 Coronavirus
test kits should be directed to the FDA. The ones offered in my bio seem
legit and have a CE (Europe) Mark.

Stop scrolling '~ While our government is “looking over sh!t“"— | found a
LEGIT supplier of the New Covid-19 at home finger stick IgG / IgM tests.
You should pre-order NOW for shipment on...

y'all want to get tested for COVID-19? s/o to
help

This test gives results in 3 minutes!! It tells you
whether you have IgG or IgM antibodies to the
virus

SWIPE UP_FOR THE LINK
T0 THE SITE

>




The next fakes wave,

Vaccines?

Donald J. Trump Q : nald Trumy t
Tonight and | tested positive for gf.’ D-19. We will begin our
overy process immediately. We will get through this

quarantine and reco
TOGETHER!

100% CURE TO HIV

A cure to HIV and a vaccine for coronavirus
Contact Prof Maduike Ezeibe:

WhatsApp:+234 8103368435

Email: prof.maduikeezezeibe@gmail.com
Testimonials: ).‘Outu.bé fawA7fBETmo

#deprem #KUWTK #NadieConAxel #FuerzaAxe
rfTr'ump\sNot_\keYou #HIV #hivcure #coronavirusuk

 HIV Cure 2020 with proof
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CORONAVIRUS VACCINE SCAM WARNING |4 57 z

NBC7.com TOMORROW @@
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Back to lllicit Drugs
and the ongoing
opioid epidemic




COVID-19 and Opioids: Dual
Public Health Emergencies?

Opioid Overdose: Increases SUD behavior, relapse, and
opioid-related overdoses due to social, economic, and other
treatment access-related stressors (deaths of despair) (data
points: urine tests and ED non-fatal overdose, ambulance
teams, police reports, etc.)

Treatment: Lack of access to addiction specialty treatment
services or naloxone prescribing. Potential closures of state
and private SUD treatment centers (in-patient and residential),
inability to admit new patients, and potential state revenue
shortfalls for addiction treatment.

Related Health Risks: Opioid use impact on respiratory and
pulmonary health that can impact susceptibility. Link to mental
health and SUD, etc.

Lack of access to legitimate sources or
treatment options may drive opioid users to illicit sourcing
points both online and offline.

The Opioid Epidemic During the COVID-19 Pandemic

Danielle F. Haley, MPH, PhD; Richard Saitz, MD, MPH

Drug overdose deaths in the US
slight decrease from 2017 to 201

d in 2019, despite a yocardial infarction decreased during this same
ients diagnosed with opioid-related overdose in
driven by illicitly manufactured fentany

demic has also been complicated by

compared with
- (63% vs 80%). While the us

more likely to be Black
records from March to June

eport on indicators that
nd after the widespread e;
)19 in m US in March 2020: urine drug ~ (eg, in quarantine);
test results’ and emergency department visits for nonfatal opi-  drug supply changes.
old overdose.* A more definitive answer to the question of whether opi-

ilability and administration
h another person present
less potent opioids due to

@ Effects of COVID-19 on the Opioid Crisis:Francis Collinswith Nora Vo .
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Example Overdose (overdose keyword filtered)

L ?

| wanted to complain about being hungover
to a co worker but then he told me that he
went to the ER this weekend on an

8:22 PM - Feb 3, 2020 from West Hollywood, CA (D)

I g

@taylorndean | relapsed, overdosed, and
died for 6 minutes a little over a week ago.
Narcan takes longer when it's fentanyl. This
is the process of recovery. Pick up where you
left off. Relapse doesn’t take away all you've
learned.

10:18 PM - Feb 7, 2020 from San Diego, CA ®

Q© 98 2 See 3%'s other Tweets

| lost another friend to heroin overdose today
RIPD

8:13 PM - Feb 9, 2020 from Gainesville, GA

I ’

One of my longterm clients passed away
today. The #overdosecrisis took his life. He
was a lovely young man, far too young for his
life to be stolen from him. He left this world
surrounded by love. Rest easy D.P. = %@
#overdose #dtes #worklife

8:09 PM - Feb 9, 2020 from Vancouver, British ®
Columbia

-

® _

@AlexBerenson | just visited my daughter
who recently got my married. Sorrow has

4

replaced joy. Husband'’s son overdosed from

her heroine. Dead at 25.
11:03 AM - Feb 23, 2020 from Zimmerman, MN

O &

See Diane Johnson'’s other Tweets

Saw three people overdose in my
neighborhood yesterday and I'm just
wondering when the war on LEGAL drugs is

®

going to start. Also, @DCPoliceDept get your

shit together. CC: @MayorBowser
#defendcolumbiaheights #shameonsackler

4:15 AM - Feb 19, 2020 from Arlington, VA ©)

Q1 &

See Liz Trotter’s other Tweets
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COVID-19 is an emerging, rapidly evolving situation. [ % |
Public health information (CDC) | Research information (NIH) | SARS-CoV-2 data (NCBI) | Pr ion and tre 1t infor ion (HHS)

National Library of Medicine

National Center for Biotechnology Information
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Abstract SHARE

A counterfeit fentanyl crisis is currently underway in the United States. Counterfeit versions of O O @
commonly abused prescription drugs laced with fentanyl are being manufactured, distributed, and
sold globally, leading to an increase in overdose and death in countries like the United States and
Canada. Despite concerns from the U.S. Drug Enforcement Agency regarding covert and overt sale
of fentanyls online, no study has examined the role of the Internet and social media on fentanyl
illegal marketing and direct-to-consumer access. In response, this study collected and analyzed
five months of Twitter data (from June-November 2015) filtered for the keyword "fentanyl" using
Amazon Web Services. We then analyzed 28,711 fentanyl-related tweets using text filtering and a
machine learning approach called a Biterm Topic Model (BTM) to detect underlying latent patterns
or "topics" present in the corpus of tweets. Using this approach we detected a subset of 771
tweets marketing the sale of fentanyls online and then filtered this down to nine unique tweets . _
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Fentanyl
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Obs 1: Some website have banned the
name of this controlled substance in
their search bar, but under their

201951121, BB ATUEIE AT A HUSTI00 SERFITFRGHNIFIR BTG, s “Pharmaceutical Intermediate”
a subcategories, selling information could
still be found.

Tip 2: Fentanyl, potential Fentanyl
precursor and derivates of fentanyl
could always be found with MDMB,
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http://www.szqcdw.com/jiamengw/search.php?kw=fentanyl
https://www.zhihu.com/people/mandyxu123
https://www.chemicalbook.com/SupplyInfo_338536.htm
https://www.chem960.com/changjia/23056293/

User Cross reference

» By searching contact information we were able to identify
same seller promotion posts on other platforms.

_"_ WUHAN ADAR NEW MATERIAL CO., LTD

Pk /Prrk Powder/Pmi Glycidate cas 13606-48-6

, Germany, Spain, Belglum, Sweden, the Netherlands and son

Zhihu YouTube, Medium, Company site
Reddit



Wu Han Adar New Material
CO,.LTD.

Most Popular

Contact us:Wuhan Adar New Material Co., Ltd Wickr

Whatsapp/Signal/Telegram:+86-18031173108 Skype live:.live:.cid.18d499937ffb6fac

o Like O comment

All Videos

Phenacetin powder cas 62-44-2 fast

Video by Emily Zhang on youtube
delivery/emiy@adarchn com/whatsapp:+.

Phenacetin powder cas 64-44-2 fast

cas 126641-22:21- Netsoprepyienzyla.

3 +
—l A() 5 Supplier Services(4.8)
Shipping Time(4.8)
Tk kK e
Product Quality(4.9)
by k*#ksssenhks n = 10/15/2020
Supplier Services(5.0) Shipping Time(5.0)

Product Quality(5)

Factory Supply N-(1-Methylethyl)-
benzenemethanamine CAS 102-97-6

Very trustworthy.
The quality of the goods is also very good.
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2y : BMK CAS:5413-05-8,+8618031173108
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sammi wan
WUHAN ADAR NEW MATI

azhuang, Hebei, China

Activity

95413-05-8 #bmk

Sbenk #5413-05-8
ol samei shared th

wu han adar

Platforms

Social media:

Pinterest
LinkedIn

Facebook

Reddit

YouTube

P
Linked [}
I3 facebook

@ reddit

2 YouTube

Distribution digital
platform:
ADZO}

AdZone

JumoreGIZBAL
Jumore Global

The POTDOT

Tuugo.biz

fi o

(Total : 43 platforms)
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nals detected with extended keywords (Fentanyl precursors)
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ynthetics

Data collected from https://www.drugs.com/article/csa-schedule-1.html

Brand Heroin LSD Marijuana Mescaline MDMA GHB Ecstasy Psilocybin ptic Marijuana and A| Methaqualone Khat Bath Salts
Generic Diacetyimorphine [Msergic Acid Diethlami Cannabis Peyote pbxymethamphetamirfihma-hydroxybutyric MDMA Magic mushrooms Spice Quaalude Cathinone thylenedioxypyrovald
Generic THC 4-metlenedioxymethamphfilamine 3-Metjillenedioxymethamptillamine K2 Cathine thylenedioxypyrovald
Generic ecstasy 4-Met@lenedioxymethamphfiiamine MDPV

Slang Words
1 Black Pearl Battery Acid Weed Big Chief X, E, or XTC Geeb X Shroom 20-45 Rorer Abyssinian Tea Arctic Blast
2 Black Sheep Orange Sunshine Pot Blue Caps Dancing Shoes Georgia Home Boy E Magic Mushrooms Abyss Lemmon African Salad Bayou Ivory Flower
3 Black Tar California Sunshine Grass Buttons Disco Biscuits Scoop XTC Little Smoke Ace of Spades Furies Oat Bloom
4 Brown Crystal [Amber Windowpane) Dope Cactus Doves Soap Molly Purple Passion Ak-47 Mandrakes Kat Blue Magic
5 Brown Rhone Delysid Reefer Media Luna E-bomb Goop Disco Biscuit Amnesia Quas Chat Blue Silk
6 Brown Sugar Yellow Sunshine Ganja Mescal Egg Rolls rievous Bodily Har Hug Drug Atomic Blast Quacks Catha Bolivian Bath
7 Diesel Bloomers Hash Mezcakuba Happy Pill Liquid Ecstasy STP Big Bang Quads Bonsai Winter Boos
8 Dirt Daffy Duck Herb Moon Hug Drug Liquid X Lover's Speed Blaze Soaps C Original
9 Golden Girl Back Breaker Chronic San Pedro Love Drug Black Magic smoke Soapers Cloud 10
10 Red Chicken LalLa Toking Topi alcolm (or Malcom Buzz Haze Sopes Cloud 10 Ultra
11 Red Eagle Grape Parfait Poking Molly Cherry Bomb Super Soper Cloud 9
12 Salt Acido Blazing Scooby Snacks Clockwork Orange Cotton Cloud
13 Spider Blue Crystal Tea Cheeching Smartees Cloud 10 namite Dynamite P
14 White Junk Big D Smoking Trees Thizz Cowboy Kush Enerjiizing Aromatherapy H
15 White Nurse Black Sunshine Mowing the Grass itamin E or Vitamin Cystla Skull Euphoria
16 White Stuff Mellow Yellow Biting one’s lips Vowels Devil's Venom Hurricane Charlie
17 Chinese Red Yin Yang Blasting Drop, Double Drop FakeBake Ivory Fresh
18 Mexican Horse Purple Dot Burning one down Thizzing Fruit Candy Flavors Ivory Wave
19 Mexican Mud Micro Dot Chasing Flip or Flipping Funky Buddha Ivory Wave Ultra
20 Dead on Arrival Black Star Getting the wind Roll, Rolling Funky Monkey Lady Bubbles
21 Hard Candy Grey Shields Woola ddle Puddle, E-Pudq Jungle Juice Lunar Wave
22 Hard one Pink Blotters Woolie E-tard Krazy Kandy Mr. Nice Guy
23 Hell Dust Canade Raver, Raving Kryp2nite Mystic
24 Joy Flakes Layer Cake Ocean Snow
25 Big Bag Mile High Pure White
26 Blue Hero Spike Diamond Red Dove
27 Brick Gum Voodoo Child Route 69
28 Wazabi Scarface
29 Xtreme Snow Leopard
30 Tranquility
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What's Next?
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Next Steps?

Continued Innovation and Pilot Projects

Innovation: We are currently conducting surveillance on all popular social media platforms, dark web,
search engine results (including algorithms to detect illicit online pharmacies), select e-commerce
engines (Alibaba group, Mercado Libre, Chinese e-commerce, etc.) and developing tools for other

emerging platforms (e.g. Snapchat).

Second Generation Data Dashboards: Building out new intelligence tools (pricing analysis, social

network analysis, more geospatial resolution, benchmarking data, etc.) on second generation illicit drug
S-3 data dashboards

Pilot Projects: As part of SBIR project, we will be working on pilot projects with pharmaceutical
company segment, law enforcement/regulator segment, and technology industry segment to better

iterate on the solution for specific intelligence requirements



I ACKNOWLEDGMENTS

.

CONTACT INFORMATION m> SBgf‘f}m

on Drug Abuse America’s Seed Fund

Tim K. Mackey (tmackey@ucsd.edu, tmackey@s-3.i0)

S-3 Research & Mackey Lab: ASOP GO gle

Raphael Cuomo, PhD, Jiawei Li, MS, Qing Xu, MAS, GLOBAL
Mingxiang Cai, MS, Alec Calac, BS, Michael Haupt, MA, FOUNDATION
Vidya Purushothaman MBBS, MAS, Cortni Bardier, MA, A/ TORACCO-RELATED DISEASE
Neal Shah BS, Matthew Nali BA A RESEARCH PROGRAM

v J}iﬁ Challenge gov

2nt Challenges, Your Solutions

W @tkmackey U.S. FOOD & DRUG

ADMINI-TION


mailto:tmackey@ucsd.edu
mailto:tmackey@s-3.io

